BODNAR FINANCIAL ADVISORS INC

Client Quarterly Newsletter
Protecting Your Business from Cyber Threats
Bodnar Financial Advisors, Inc
John Bodnar, III, CFP®, CIMA®,
248 Columbia Tpk.
Suite 104
Florham Park, NJ 07932
Phone: 973-966-6939
Fax: 973-966-0032

john@bodnar.net
www.bodnar.net

Risk management is
a key component in
any successful
business plan. In
today's world--where
data breaches are
common
occurrences--it's
especially important
for business owners
to understand the
digital risks they face. Are you doing all you can
to mitigate the risk of a cyber attack?

Understanding the risks
Although this issue’s cover story deals with
protecting businesses from cyber threats,
its lessons are equally important for
individuals. Bodnar Financial will be hosting
a webinar on July 13 at 1pm ET on this
very topic: The Top 7 Ways to Protect Your
Online Identity.
Enclosed is the latest Bodnar Financial
white paper for your reading pleasure… if
you have not already received an electronic
copy, it is because we don’t have a current
email address for you. Please contact the
office and we will get you on the list!
As I write this, it was 32 years from
yesterday that I asked my beautiful wife
Karen to marry me. There are only 3 days
until my grandson John Thomas celebrates
his FIRST birthday, and only 10 days until
our family dances the night away at my son
John W.’s wedding.
While there is plenty to get you down in the
news, there is far more good than evil in
the world, and plenty to celebrate. Enjoy
the little things this summer!
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Many small-business owners may think their
organizations hold little appeal to hackers due
to their small size and limited scope. However,
according to the Small Business Administration
(SBA), this naivete may actually make them
ideal targets. Small businesses are keepers of
employee and customer data, financial account
information, and intellectual property. Their
systems, if not adequately protected, may also
inadvertently provide access to larger supplier
networks. "Given their role in the nation's
supply chain and economy, combined with
fewer resources than their larger counterparts
to secure their information, systems, and
networks, small employers are an attractive
target for cybercriminals," reports the SBA on
its cybersecurity website.
Consider the following tips compiled from
information supplied by the SBA, the Federal
Trade Commission (FTC), and the Federal
Communications Commission (FCC).

Cybersecurity tips
1. Assess: To protect your organization, you
must first understand your vulnerabilities. How
are your systems protected? Do you collect and
store personal information of customers and
employees, such as credit-card information,
Social Security numbers, and birth dates? If so,
how is this information stored and who may
access it? Do you have a Wi-Fi accessible to
employees and customers? How do your
vendors and other third-party service providers
protect their information? It may help to engage
a professional to help identify your risks.

2. Protect: Ensure you have firewall and
encryption technology protecting your Internet
connections and Wi-Fi networks. Make sure
your business's computers have antivirus and
antispyware software installed and updated
automatically. Require employees and others
who access your systems to use complex
passwords that are changed regularly. Keep
only personal data that you actually need and
dispose of it securely as soon as it no longer
serves a business purpose. Back up critical
information and data on a regular basis, and
store the backups securely offsite. Assign
individual user accounts to employees and
permit access to software and systems only as
needed. Be especially cautious with laptops
and company-assigned smartphones. Question
third-party vendors to ensure that their security
practices comply with your standards.
3. Document: Establish clear security policies
and procedures and put them in writing. Cover
such topics as handling sensitive or personal
information, appropriate use of Internet and
social media, and reporting vulnerabilities.
Clearly spell out consequences for failing to
follow the policies.
4. Educate: Develop a mandatory employee
training program on the importance of
cybersecurity. Explain the basics of personal
information, as well as what is and isn't
acceptable to post on social media. Employees
could unknowingly release information that
could be used by competitors or, worse, by
criminals. Ensure that employees understand
the risks associated with phishing emails, as
well as "social engineering"--manipulative
tactics criminals use to trick employees into
divulging confidential information.

For more information
Business owners who want to learn more can
find a wealth of helpful information online. In
addition to visiting the
SBA's cybersecurity website, business owners
might want to review "Protecting Personal
Information: A Guide for Business" and "Start
with Security: A Guide for Business," both
available on the FTC's website.
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Debt Optimization Strategies
As part of improving your financial situation,
you might consider reducing your debt load. A
number of strategies can be used to pay off
debt. However, before starting any debt payoff
strategy (or combination of strategies), be sure
you understand the terms of your debts,
including interest rates, terms of payment, and
any prepayment or other penalties.

Understand minimum payments (a
starting point)

You may be able to improve
your financial situation by
implementing certain debt
payoff strategies that can
reduce the time you make
payments and the total
interest you pay. Before
starting any debt payoff
strategy (or combination of
strategies), be sure you
understand the terms of
your debts, including any
prepayment penalties.
Note: All examples are
hypothetical and used for
illustrative purposes only.
Fixed interest rates and
payment terms are shown,
but actual interest rates and
payment terms may change
over time.

You are generally required to make minimum
payments on your debts, based on factors set
by the lender. Failure to make the minimum
payments can result in penalties, increased
interest rates, and default. If you make only the
minimum payments, it may take a long time to
pay off the debt, and you may have to pay large
amounts of interest over the life of the loan.
This is especially true of credit card debt.
Your credit card statement will indicate the
amount of your current monthly minimum
payment. To find the factors used in calculating
the minimum payment amount each month, you
need to review terms in your credit card
contract. These terms can change over time.
For credit cards, the minimum payment is
usually equal to the greater of a minimum
percentage multiplied by the card's balance
(plus interest on the balance, in some cases) or
a base minimum amount (such as $15). For
example, assume you have a credit card with a
current balance of $2,000, an interest rate of
18%, a minimum percentage of 2% plus
interest, and a base minimum amount of $15.
The initial minimum payment required would be
$70 [greater of ($2,000 x 2%) + ($2,000 x (18%
/ 12)) or $15]. If you made only the minimum
payments (as recalculated each month), it
would take you 114 months (almost 10 years)
to pay off the debt, and you would pay total
interest of $1,314.

off the debt, and you would pay total interest of
just $396.
As another example, let's assume you have a
current mortgage balance of $100,000. The
interest rate is 5%, the monthly payment is
$791, and you have a remaining term of 15
years. If you make regular payments, you will
pay total interest of $42,343. However, if you
pay an additional $200 each month, it will take
you only 11 years to pay off the debt, and you
will pay total interest of just $30,022.
Another strategy is to pay one-half of your
regular monthly mortgage payment every two
weeks. By the end of the year, you will have
made 26 payments of one-half the monthly
amount, or essentially 13 monthly payments. In
other words, you will have made an extra
monthly payment for the year. As a result, you
will reduce the time payments must be made
and the total interest paid.

Pay off highest interest rate debts first
One way to potentially optimize payment of
your debt is to first make the minimum
payments required for each debt, and then
allocate any remaining dollars to the debts with
the highest interest rates.
For example, let's assume you have two debts,
you owe $10,000 on each, and each has a
monthly payment of $200. The interest rate for
one debt is 8%; the interest rate for the other is
18%. If you make regular payments, it will take
94 months until both debts are paid off, and you
will pay total interest of $10,827. However, if
you make monthly payments of $600, with the
extra $200 paying off the debt with an 18%
interest rate first, it will take only 41 months to
pay off the debts, and you will pay total interest
of just $4,457.

Use a debt consolidation loan

If you have multiple debts with high interest
For other types of loans, the minimum payment rates, it may be possible to pay off those debts
with a debt consolidation loan. Typically, this
is generally the same as the regular monthly
will be a home equity loan with a much lower
payment.
interest rate than the rates on the debts being
Make additional payments
consolidated. Furthermore, if you itemize
Making payments in addition to your regular or deductions, interest paid on home equity debt
minimum payments can reduce the time it takes of up to $100,000 is generally deductible for
income tax purposes, thus reducing the
to pay off your debt and the total interest paid.
effective interest rate on the debt consolidation
The additional payments could be made
loan even further. However, a home equity loan
periodically, such as monthly, quarterly, or
potentially puts your home at risk because it
annually.
serves as collateral, and the lender could
For example, if you made monthly payments of
foreclose if you fail to repay. There also may be
$100 on the credit card debt in the previous
closing costs and other charges associated with
example (the initial minimum payment was
the loan.
$70), it would take you only 24 months to pay
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Common Financial Wisdom: Theory vs. Practice
In the financial world, there are a lot of rules
about what you should be doing. In theory, they
sound reasonable. But in practice, it may not be
easy, or even possible, to follow them. Let's
look at some common financial maxims and
why it can be hard to implement them.

It might not always be
possible to follow some
common financial wisdom.
Note: All investing involves
risk, including the possible
loss of principal, and there
can be no assurance that
any investment strategy will
be successful.

live within your means, or better yet below your
means. Then focus on putting money aside in
your workplace retirement plan. Start by
contributing a small percentage of your pay,
say 3%, to get into the retirement savings habit.
Once you've adjusted to a lower take-home
Build an emergency fund worth three to amount in your paycheck (you may not even
notice the difference!), consider upping your
six months of living expenses
contribution little by little, such as once a year
Wisdom: Set aside at least three to six months or whenever you get a raise.
worth of living expenses in an emergency
Start saving for college as soon as your
savings account so your overall financial health
child is born
doesn't take a hit when an unexpected need
arises.
Wisdom: Benjamin Franklin famously said
there is nothing certain in life except death and
Problem: While you're trying to save, other
taxes. To this, parents might add college costs
needs--both emergencies and
that increase every year without fail, no matter
non-emergencies--come up that may prevent
what the overall economy is doing. As a result,
you from adding to your emergency fund and
new parents are often advised to start saving
even cause you to dip into it, resulting in an
for college right away.
even greater shortfall. Getting back on track
might require many months or years of
dedicated contributions, leading you to
decrease or possibly stop your contributions to
other important goals such as college,
retirement, or a down payment on a house.
One solution: Don't put your overall financial
life completely on hold trying to hit the high end
of the three to six months target. By all means
create an emergency fund, but if after a year or
two of diligent saving you've amassed only two
or three months of reserves, consider that a
good base and contribute to your long-term
financial health instead, adding small amounts
to your emergency fund when possible. Of
course, it depends on your own situation. For
example, if you're a business owner in a volatile
industry, you may need as much as a year's
worth of savings to carry you through uncertain
times.

Start saving for retirement in your 20s
Wisdom: Start saving for retirement when
you're young because time is one of the best
advantages when it comes to amassing a nest
egg. This is the result of compounding, which is
when your retirement contributions earn
investment returns, and then those returns
produce earnings themselves. Over time, the
process can snowball.
Problem: How many 20-somethings have the
financial wherewithal to save earnestly for
retirement? Student debt is at record levels,
and young adults typically need to budget for
rent, food, transportation, monthly utilities, and
cell phone bills, all while trying to contribute to
an emergency fund and a down payment fund.
One solution: Track your monthly income and
expenses on a regular basis to see where your
money is going. Establish a budget and try to

Problem: New parents often face many other
financial burdens that come with having a baby;
for example, increased medical expenses,
baby-related costs, day-care costs, and a
reduction in household income as a result of
one parent possibly cutting back on work or
leaving the workforce altogether.
One solution: Open a savings account and set
up automatic monthly contributions in a small,
manageable amount--for example, $25 or $50
per month--and add to it when you can. When
grandparents and extended family ask what
they can give your child for birthdays and
holidays, you'll have a suggestion.

Subtract your age from 100 to
determine your stock percentage
Wisdom: Subtract your age from 100 to
determine the percentage of your portfolio that
should be in stocks. For example, a 45-year-old
would have 55% of his or her portfolio in stocks,
with the remainder in bonds and cash.
Problem: A one-size-fits-all rule may not be
appropriate for everyone. On the one hand,
today's longer life expectancies make a case
for holding even more stocks in your portfolio
for their growth potential, and subtracting your
age from, say, 120. On the other hand,
considering the risks associated with stocks,
some investors may not feel comfortable
subtracting their age even from 80 to determine
the percentage of stocks.
One solution: Focus on your own tolerance for
risk while also being mindful of inflation.
Consider looking at the historical performance
of different asset classes. Can you sleep at
night with the investments you've chosen? Your
own peace of mind trumps any financial rule.
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Can I make charitable contributions from my IRA in
2016?
Yes, if you qualify. The law
authorizing qualified charitable
distributions, or QCDs, has
recently been made
permanent by the Protecting Americans from
Tax Hikes (PATH) Act of 2015.
You simply instruct your IRA trustee to make a
distribution directly from your IRA (other than a
SEP or SIMPLE) to a qualified charity. You
must be 70½ or older, and the distribution must
be one that would otherwise be taxable to you.
You can exclude up to $100,000 of QCDs from
your gross income in 2016. And if you file a
joint return, your spouse (if 70½ or older) can
exclude an additional $100,000 of QCDs. But
you can't also deduct these QCDs as a
charitable contribution on your federal income
tax return--that would be double dipping.

For example, assume that your RMD for 2016
is $25,000. In June 2016, you make a $15,000
QCD to Qualified Charity A. You exclude the
$15,000 QCD from your 2016 gross income.
Your $15,000 QCD satisfies $15,000 of your
$25,000 RMD. You'll need to withdraw another
$10,000 (or make an additional QCD) by
December 31, 2016, to avoid a penalty.

You could instead take a distribution from your
IRA and then donate the proceeds to a charity
yourself, but this would be a bit more
cumbersome and possibly more expensive.
You'd include the distribution in gross income
and then take a corresponding income tax
deduction for the charitable contribution. But
the additional tax from the distribution may be
more than the charitable deduction due to IRS
limits. QCDs avoid all this by providing an
exclusion from income for the amount paid
QCDs count toward satisfying any required
directly from your IRA to the charity--you don't
minimum distributions (RMDs) that you would
report the IRA distribution in your gross income,
otherwise have to take from your IRA in 2016,
just as if you had received an actual distribution and you don't take a deduction for the QCD.
from the plan. However, distributions (including The exclusion from gross income for QCDs
RMDs) that you actually receive from your IRA also provides a tax-effective way for taxpayers
who don't itemize deductions to make
and subsequently transfer to a charity cannot
charitable contributions.
qualify as QCDs.

Can I name a charity as beneficiary of my IRA?
Yes, you can name a charity
as beneficiary of your IRA, but
be sure to understand the
advantages and
disadvantages.

Of course, there are also nontax implications. If
you name a charity as sole beneficiary of your
IRA, your family members and other loved ones
will obviously not receive any benefit from those
IRA assets when you die . If you would like to
leave some of your assets to your loved ones
Generally, a spouse, child, or other individual
you designate as beneficiary of a traditional IRA and some assets to charity, consider leaving
must pay federal income tax on any distribution your taxable retirement funds to charity and
other assets to your loved ones. This may offer
received from the IRA after your death. By
the most tax-efficient solution, because the
contrast, if you name a charity as beneficiary,
the charity will not have to pay any income tax charity will not have to pay any tax on the
retirement funds.
on distributions from the IRA after your death
If retirement funds are a major portion of your
(provided that the charity qualifies as a
assets, another option to consider is a
tax-exempt charitable organization under
charitable remainder trust (CRT). A CRT can be
federal law), a significant tax advantage.
After your death, distributions of your assets to structured to receive the funds free of income
tax at your death, and then pay a (taxable)
a charity generally qualify for an estate tax
charitable deduction. In other words, if a charity lifetime income to individuals of your choice.
When those individuals die, the remaining trust
is your sole IRA beneficiary, the full value of
assets pass to the charity. Finally, another
your IRA will be deducted from your taxable
option is to name the charity and one or more
estate for purposes of determining the federal
individuals as co-beneficiaries. (Note: There are
estate tax (if any) that may be due. This can
fees and expenses associated with the creation
also be a significant advantage if you expect
of trusts.)
the value of your taxable estate to be at or
above the federal estate tax exclusion amount
($5,450,000 for 2016).

The legal and tax issues discussed here can be
quite complex. Be sure to consult an estate
planning attorney for further guidance.
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